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G r a n g e t o w n  P r i m a r y  S c h o o l   E n j o y - R e s p e c t - A c h i e v e  

 

GDPR & Data Protection – Staff Privacy Notice 
 

 
 

 
This Privacy Notice explains how we collect, store and use personal data about staff 
members. We, Grangetown Primary School, are the ‘data controller’ for the purposes of 
data protection law. We have produced this policy in line with the General Data Protection 
Regulation (GDPR) which became statutory in the UK on 25th May 2018. 
 
1. Roles 
 

 Data Controller (overview, strategic decisions, overall responsibility): L McAnaney 
(HT) and the Governing Board. 

 Data Protection Managers (operational role - ensuring all appropriate systems are in 
place and working effectively): K Wilson and J Lowden. 

 Data Processors (ongoing secure management of Data, day to day): K Wilson, J 
Lowden, A Young, L Russell (SEN & CP), Les McAnaney, S Boyd & IMPACT staff, 
Class Teachers (Assessment Data, SEN Data, Pupil Reports etc). 

 Data Protection Officer (regular monitoring & audit): Simon Briton. 
 
2. The personal data we collect and hold in relation to Staff 
 

We hold personal data about staff linked to their employment at the school. We may 
receive data about staff from previous employers, HR, payroll and the Occupational Health 
Department of Sunderland City Council. DBS (Disclosure & Barring Service) data is held 
on file relating to all staff members. 
 
Personal data that we may collect, use, store and share (when appropriate) about staff 
includes, but is not restricted to: 
  

 Contact details, date of birth, identification documents 

 Professional development records 

 Bank details 

 Maternity/paternity pay information 

 Health information  

 Performance management documentation  

 Characteristics, such as ethnic background, disability etc 

 Sickness absence records. 
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3. Why we use this data 
 

We use this data to: 

 Share with agencies such as payroll and pensions. 

 Ensure staff receive their salaries. 

 Provide ongoing support for staff linked to their  professional roles. 

 Provide appropriate pastoral care. 
 
4. Our legal basis for using this data 
 

 We collect and use personal data on the basis of performing a public task (educating 
children). 

 On some occasions we may ask for consent to process data when its use is optional.  
On those occasions consent can be withdrawn at any time. We will make this clear 
when we ask for consent, and explain how consent can be withdrawn.  

 
5. Collecting this information 
 

We collect data from application forms, communication with staff, information received 
from a third party (eg. referees, colleagues, agencies), and from the Local Authority (e.g. 
payroll, HR, pensions etc). 
 
6. How we store this data 
  

 We keep personal information about staff while they are working at our school. We 
keep this information beyond their time at our school, in line with legal requirements.  

 We will only retain the data we collect for as long as is necessary. This would be to 
satisfy the purpose for which it has been collected (see Section 7). 

 The security of data and information is important to us. This is why we follow a range 
of security policies and procedures to control and safeguard access to and use of your 
personal information. 

 

Examples of our security include: 

 Any paper records are kept in locked filing cabinets, in a locked cupboard. Paper 
records that contain staff information are not left in office areas unattended – after use 
they are immediately locked away. 

 Any electronic information is held in a highly secure manner, within SIMS (School 
Information Management System). 

 Electronic records are ‘encrypted’, and accessed via password.  
 
Maintaining the security of staff data: 

 Controlling access to systems and networks allows us to stop people who are not 
allowed to view personal information from getting access to it; 

 Training for our staff allows us to make them aware of how to handle information and 
how and when to report when something goes wrong; 

 Regular testing of our technology and ways of working including keeping up to date on 
the latest security updates – we work with OneIT (Stockton) and with ConnectedIT 
(Sunderland) to ensure that SIMS is always up to date in terms of security. 

 
 

7. How long do we keep staff data for?   
 

 Personnel records (in school) will be maintained for 6 years after the academic year in 
which a person leaves employment – this information is stored securely in a locked 
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area (electronic information is also maintained in a secure manner). After this 6 year 
period, records will be shredded, and any remaining electronic records will be securely 
deleted. 

 If, at the end of the 6 year period, any particular employee record is deemed by the 
Headteacher to require longer storage – for example if there has been a particular 
concern (such as a Safeguarding issue) - the period may be extended to 10 years, but 
this would only be done after consultation with Sunderland Council’s HR department. 

 Unsuccessful applications for recruitment will be kept for 6 months, after which point 
they will be shredded. 

 The above periods are based on advice received from in June 2018 from Gavin 
Duncan, Senior HR Officer, Sunderland Council. 

 

8. Data sharing 
 

We may share your personal information where we have a statutory obligation to do so, 
such as for the purposes of the prevention or detection of crime, for legal proceedings, or 
where you have requested us to share information, such as childcare vouchers, pensions, 
mortgage applications etc.   
 
Some examples of who we share information with include:- 

 Sunderland Council Payroll and HR Department 

 HMRC (Her Majesty’s Revenue & Customs) – via Council Payroll 

 DBS (Disclosure & Barring Service) – when appointing staff, and as and when DBS 
needs to be updated 

 Teacher and Support Staff pension schemes (via Sunderland Council). 
 

At no time will your information be passed to organisations external to us, or our partners 
for marketing or sales purposes, or for any other commercial use, without your prior 
express consent. 
 

Staff email addresses are not placed on our website, or on social media, and are never 
passed to parents or carers. The only email address that we make public is the main email 
address for the school: office@grangetown.sunderland.sch.uk    Obviously staff may 
choose to use their school email addresses when communicating with other agencies, 
educational advisers, GPS governors, educational companies and so on, but we would 
ask that staff emails are not shared with parents or carers and that they are never placed 
online. 
 

9. Your information rights 
 

Your Information Rights are set out in law. Subject to some legal exceptions, you have the 
right to: 

 Have any inaccuracies corrected. 
 Have your personal data erased. 
 Place a restriction on our processing of your data. 
 Object to processing. 
 Request your data to be ported (data portability). 

 
To learn more about these rights please see the ICO website ( https://ico.org.uk/ ) To 
exercise any of these rights please contact the relevant in-school staff in the first instance.  
 

You also have the right to request a copy of the personal information that the school holds 
about you. To do this, please ask the Headteacher.  

mailto:office@grangetown.sunderland.sch.uk
https://ico.org.uk/
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If something goes wrong with your personal information, or you have questions about how 
we use it, please contact our Data Protection Managers, K Wilson or J Lowden. You can 
also raise questions with the HT, L McAnaney, or the Data Protection Officer, S Briton.  
 
If we have not been able to deal with any issues you raise, you can also contact 
the  Information Commissioner's Office: Information Commissioner's Office,  Wycliffe 
House, Water Lane, Wilmslow, Cheshire SK9 5AF. 
 
10. Other rights 
 

Individuals have rights regarding how their personal data is used and kept safe, including 
the right to: 

 Object to the use of personal data if it would cause, or is causing, damage or distress. 

 Prevent it being used to send direct marketing (our default position, as your employer, 
is that we would never use your data in this way). 

 Object to decisions being taken by automated means (by a computer or machine, 
rather than by a person). 

 In certain circumstances, have inaccurate personal data corrected, deleted or 
destroyed, or restrict processing. 

 Claim compensation for damages caused by a breach of the data protection 
regulations.  

 

To exercise any of these rights, please contact the Headteacher or our Data Managers.. 
 
11. Concerns and Complaints 
 

We take any concerns about the collection and use of personal data very seriously. If you 
think that our collection or use of personal data is unfair, misleading or inappropriate, or if 
you have any other concern about our data processing, please raise this in the first 
instance with our Data Managers (KW and JL) or with the Headteacher. 
 

Formal complaints can be reported to the Information Commissioner’s Office: 

 Online at https://ico.org.uk/concerns/ 

 Call 0303 123 1113 

 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, 
Wilmslow, Cheshire, SK9 5AF 

 

12. Further questions? 
 

If you have any questions, or if you require more information about anything mentioned in 
this Privacy Notice, please contact our data protection managers: K Wilson and J Lowden. 
 
 
________________________________________________________________________ 
 

 This document was produced in May 2018, by L McAnaney, K Wilson & J Lowden. 

 A draft version was issued to all staff on 17th June, for feedback. 

 A final version was issued to all staff on 25th June. 

 Next review – June 2019. 
________________________________________________________________________ 
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